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Digital 2017
Fakta om Buypass

Norsk selskap eid av EVRY og Norsk Tipping

Et lgsningshus for elektronisk identitet, signatur og betaling
—  Egenutviklede lgsninger basert pa internasjonale standarder

Betalingstjenester
— 2,8 mill sluttbrukere
—  Mer enn 20 milliarder NOK i formidlet omsetning i 2016

elD og eSignature
— Utsteder av digitale sertifikater for personer og virksomheter
— 40 millioner transaksjoner pr maned i 2016
— Leverandgr i alle offentlige prosjekter

TLS/SSL
— Rot CA og utsteder av TLS/SSL sertifikater
— Medlem av CA/Browser Forum

Sertifisert for informasjonssikkerhet og kvalitet

— ISO/IEC 27001 and ISO/IEC 9001

— ETSI EN 319 411 (digitale sertifikater) 515'5;“,
- PCIDSS et

SE

319 411 2

Certificates

» Security ™
Standards Council
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http://www.mnemonic.no/features/payment-card-industri-data-security-standard-pci-dss
http://www.mnemonic.no/features/payment-card-industri-data-security-standard-pci-dss

Digital 2017

elDAS - forordningen

Regulation (EU) No 910/2014 of 23 July 2014 eIDAS Regulation N°910/2014 ——
on electronic identification
and trust services
for electronic transactions in the internal market
and repealing Directive 1999/93/EC
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elDAS — viktig for a realisere det «digitale indre marked»

European Com

PRIORITY

Regjeringen.no

Tema v Dokument

Aktuelt ~

Duer her: Forsiden « Tema « Statlig forvaltning « IKT-politikk

Det digitale indre marked

Departement v

Digital 2017

Det digitale indre marked ~

Internett og digitale teknologier endrer var verden, men gamle

Why a Digital Single Market Strategy?

grenser, tankemenstre og
digitale mulighetene fullt L
detaljerte planer for et dig
Kommisjonen vil fjerne bal
landegrensene. Et velfung:
arbeidsplasser, styrke gkol
innovasjon og investeringe

Kommisjonens strateg

Kommisjonens strategi for et digi
indre marked (DSM) inneholder 1
malrettede tiltak som skal gjennc
2015 og 2016.

Regjering v

Making better use of the opportunities offered by digital technologies

Digital has
fundamentally
changed entire

economic sectors

prevent a true
Single Market

National barriers

Legislation needs
to keep up with
markets

The EU needs a
coordinated
response to digital
challenges and
opportunities

O buypass



Digital 2017

elDAS: HOW IT WILL BENEFIT YOUR BUSINESS ?

X fh Hva elDAS bringer med seg

A SWEDISH COMPANY WANTS TO PARTICIPATE IN
A PUBLIC CALL FOR TENDER IN CROATIA

. Elektronisk identifisering (elD)

—  Sikker autentisering av personer og virksomheter
. Elektroniske tillitstjenester
.......... — Autentisering av websider

BEFORE

Danger of UNCERTIFIED WEBSITE

The Swedish SME IS NOT
AUTHENTICATED might be fake

EXCHANGE OF PHYSICAL DOCUMENTS...

—  Elektronisk signatur (eSignature)
Zf!ﬁh“:ﬁ':!‘fmm .
/. —  Elektronisk segl (eSeal)
_\:E‘/ 4. T sf%'&" —  Elektronisk tidsstempling (eTimeStamp)
24 e .-....-....-...-....-_..- . lek isk | . i
G, Elektronisk levering (eDelivery)
P /09;5{ Confirmed time of submission
”. Lostdocuments 2312201 pm e
i)

1pay 3 DAYS —

7 DAYS E—REGISTERED
+ [ ] 4DAYS W

m European
Commission

O buypass
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elDAS — elD og tillitstjenester

elDAS Regulation

Trust services

Legal Sender,
Hand written persons — Evidence of recipient, Website
only! origin and existence time of control
integrity receipt

eeee 6 0 buypaSS
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eSignatur-direktivet vs eI DAS-forordningen

Directive
1999/93/EC

B

Qualified
Electronie Signature

Qualified Certificate (QC)

Lov om elektronisk signatur (esignaturloven).

Dato LOWV-2001-06-15-81

Departement Nasrings- og fiskeridepartementet

elDAS
Regulation

o =
L]
validation / -~
preservation of '
k eSeals / * .

eSignatures

. eSignature eSeal o.
L] o
. .
L] L]
L] L
L L
L] -
. -
L L]
L] L ]
L] -
L] L]
L ] L]
L L]
b Website eDelivery 2
» authentication .
L ]

. " Qualified Certificates (QC)

. eTime-stamp *
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Buypass CA (Certificate Authority)

AATL
Java MEMBER

GOOSIQ .. Microsoft

- CA‘B CA/BROWSER FORUM

O buypass
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identitet

Offentlig ngkkel
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Sertifikatutsteders
signatur
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Digitalt sertifikat

Sertifikatutsteders private ngkkel

C =

Digital
signatur

eeoee 9

Certificate PS r |
| General | Details |Cerh’ﬁmtion Path
Show: [<AII> v]
Field Value i
DSignamre hash algorithm sha256 il
Dlssuer Buypass Class 3 CA 3, Buypas... =
=] valid from 5. september 2016 09:39:55 K
DValid to 5. september 2019 23:5%:00
Subject 9578-4050-100009315, MADS. ..
=] Public key RSA (2032 Bits)
@Basic Constraints Subject Type=End Entity, Pat...
] & it K TAantifiar KeuTN=rr FAfRNThT Qr6A 7 i

SERIALNUMBER = 9578-4050-100009315
CM = MADS EGIL HENRIKSVEEN

0 = BUYPASS A5-933163327

C =NO

Edit Properties... Copy to File...

Learn more about certificate details i

O buypass
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Buypass CA — sertifikater regulert nasjonalt

Personsertifikater (QC)  Virksomhetssertifikater

O buypass
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elDAS Regulation N°910/2014 —

...... O buypassm
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Elektronisk signatur og elektronisk segl

» Elektronisk signatur (eSignature)
— Privatperson "generer digital signatur” pa data
« Signaturen uttrykker samtykke til data som signeres
— (og sikrer integritet og opprinnelse til data)
— Digitalt sertifikat bekrefter personens identitet

» Elektronisk segl (eSeal)
— Virksomhet "genererer digital signatur” pa data
» Seglet sikrer integritet og opprinnelse til data
— Digitalt sertifikat bekrefter virksomhetens identitet

eeee 12 Q buypaSS"
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Tillitstjenester — kvalifisert vs ikke-kvalifisert

Trust services

ualified variet

e, ol A AR NN ol . W R8N el 5

O buypass
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Elektronisk segl (signatur) - varianter

Tiloyder av seql

Advanced

Sertifikatutsteder

NQTSP

Electronic Seal |€=
AdES

Fouypass
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Kvalifiserte sertifikater for elektronisk signatur og segl

Trust services

Qualified variety [

Sl AR ol . W R L N el -

FiE

ee 15

Person

Virksomhet

O buypass
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Tillit 1 den elektroniske verden

QUALIFIED
TRUST SERVICE
PROVIDER

compliantwith alDAS

European Commission: List of Trusted List information as notified by Member States 2 - TSP: Buypass AS

TS5PName
Name Jea ) Buypaess AS
Name lma] Buypaess AS

i) | e
B B -

mailio:post aypass oo

NORGE (NORWAY) : Trusted List TSFInfrmelicaUR]
URI femj erp: . buypass. comyhome Support - documentari;
N, K Nasjonal URI fua) bt/ i
. e pypass nohedrit lnmdesenice dolnments
w kommunikasjons-
o M myndlghet

2.1 - Service: Certification Authorty issump Qualified Certificates

Service Typeldentifier htgpc/iar.eesi ong TrstSve/ Senpe CAQC

ServicelName

eeee 16 o buypaSS
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Buypass CA — sertifikater regulert av bransjen selv

CA‘B GA/BROWSER FORUM

SSL/TLS certificate

O buypass



DV sertifikat
* laveste tillitsniva
« identitet — kun domene

! https://valid.domainplus.ca22.ssl.buypass.no/7_ga=1.3707

eeee 18

F Bookmarks |cerificate

General | Details | Certification Path |

Show: [{AIJ) - I
Field Value
SEHE| number 0f 06 73¢7 18 3c35b3 8c 93

S\gnamre algorithm sha256RSA
ignature hash algorithm sha2s6

25, januar 2016 10:20:55
26, januar 2019 00:59:00
valid.domainplt

DA (AR Fite)

Buypass Class 2 CA 2, Buypas...

CM = valid.domainplus.ca22.ssl.buypass.no

SSL/TLS-sertifikater

Digital 2017

OV sertifikat
» medium tillitsniva

* identitet — domene og nettstedets eier

EV sertifikat
* hgyeste tillitsniva
* identitet — domene og juridisk enhet

k Bookmarks Certificate

Y Bookmarks

B https://valid.business.ca23.ssl.buypass.no/? ga=1.73751570.1¢

| General | Details | certification Path |

¥ | @ Buypass As NO] | https://valid.evident.ca23.ssl.buypass.no/?_ga=

General | Details | Certification Path |

6. februar 2015 10:57:04
10. februar 2018 00

i)

BSA £7N47 Rits)

Show: [<NI> ']
Field Value o
Serial number 097631b9 1295329 3b 358
Signature algorithm sha256RSA
Slgnamre hash algorithm sha2s56
Issuer Buypass Class 3 CA 2, Buypas...

SERTALNUMBER. = 983163327

CN = valid.business.ca23.ssl.buypass.no
O = BUYPASS AS

L =05L0

PostalCode = 0484

C =MNO

=

Show: l <Al

Field Value =

=] Serial number 048192235283 5h 1d 44 2¢
ignature algorithm sha256RSA
ignature hash algorithm sha256 )

Issuer Buypass Class 3 CA 2, Buypas...
alid from 31, mai 2016 12:54:12
=lon e kv

SERIALMUMBER. = 933163327

O = BUYPASS AS

C =MNO

1.3.6.14.1.311.60,2,. 1.3 =NO
2,5.4.15 = Private Organization
L =0sL0

PostalCode = 0484

CN = valid.evident.ca23.ssl. buypass.no

O buypass



Digital 2017

elDAS Regulation N°910/2014 —
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Kvalifisert sertifikat for webside autentisering (QWACYD)

Trust services

Kvalifiserte sertifikater

' Person

ﬁﬁ Virksomhet
ﬁ Webside (TLS)

N 1) QWAC: Qualified Website Authentication Certificate ® buypass



Digital 2017

QWACY sammenliknet med andre SSL/TLS-sertifikater

. QUALIFIED
SRR TRUST SERVICE
- M PROVIDER

it B complantwith alDAS

Qualified Website Authentication Certificate

0

Extended Validation

CA‘B CA/BROWSER FORUM

N 1 QWAC: Qualified Website Authentication Certificate  buypass
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EU-direktivet og EU-forordningen

elDAS
Regulation

N i
‘. @."'._.\/irksomhet
N

eSeal

Directive
1999/93/EC

eSeals /
” eSignatures
eSignature

%! Persor}:....,.-' & q

Qualified
Electronic Signature

Person

eDelivery

[ ]
L ]
L]
L]

L

-

L]

bl Website
« authentication
.
L]

Webside (TLS) ™.,

i

eTime-stamp

-. .-
LI *®
LI .®
-------

O buypass



EBA anbefaler bruk av QWAC/QC eSeal i fom PSD2

* 4 W

European
Commission

Payment Services Directive,PSD2

Eurcpean
Banking
Authority

eeee 23
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Final Report

Draft Regulatory Technical Standards

on Strong Customer Authentication and common and secure
communication under Article 98 of Directive 2015/2366 (PSD2)

Article 29
Certificates

For the purpose of identification, as referred to in point (a) of Article 21(1), payment
service providers shall rely on qualified certificates for electronic seals as defined in
Article 3(30) of Regulation (EU) No 910/2014° or for website authentication as

defined m Article 3(39) of that Regulation.

i

O buypass
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elDAS’ verdiforslaqg

[Dn

eldentification (elD)

..- ...o---...-.. ' gk

‘ *. banking
validation / ‘.‘ ".
. preservation of k .

-

. eSignature eSeais / eSeal .
- as .
Ll L]
- L]
L] L]
. .
- Ll
L] .
L ] L]
L ] L]
: P
. .
- . L]
— o +  eProcurement
ignin, : ;
Sst Et . Website eDelivery
contrac = authentication .
online . .
L] Ll
. .
. .
. -
. .
- -
L] -
- -
. ) .
B — ST e, eTime-stamp _-'
CouNTRY OFCARE i counnvormsmuanon 3 .~
H e etrieve a summar : L i
B . (Lot :
: 9 9 g * *
P Dot PueatSummaty  Nidonal v n H
: ‘;\:fn:'.o' 3 C;;‘:Tlt'. i H i: h
k I enea Tax online

Patiers

Sk

ummany
repotitary 3

SECURETLS

Authenticated by QWAC

bo |

Bank

Mospital

institution

O buypass
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Buypass CA — sertifikater regulert av eIDAS

£

==
= i QC eSignature QC eSeal QC website

ee 25 O buypass
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Takk for oppmerksomheten

Mads Henriksveen
Fagansvarlig CA & elD / CA & elD Manager

m: +47 952 25 672 e =
e mads.henriksveenEbuypass.no
Buypass AS |
Hans Mustads gate 31 —_— =
M-2821 Gjavik, Norway Buypass CA

E+47 227013 00 e | buyp&gg'

W BUuvpass.no

secLring fransactions

eeee 26 Q buypaSS"
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